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The U.S. Supreme Court recently upheld a city police department’s search of an
officer’s text messages sent and received on his department-issued pager
because there was a legitimate reason for it, and the scope of the search was
reasonable. In this unanimous decision, the Supreme Court overruled the Ninth
Circuit, which had held that the search violated the officer’s privacy because a
supervisor has made an exception to the department’s written policy.

Jeffrey Quon was a SWAT officer with the City of Ontario, California, Police
Department ("OPD"). Quon sued the City for allegedly violating his Fourth
Amendment privacy rights by searching two months of his pager text messages
after he had repeatedly exceeded his monthly characters limit. That search
revealed that Quon had sent far more personal than work-related messages
and that many of his personal messages were sexual in nature. 

Quon had been briefed on the OPD’s "computer policy," which stated that OPD
"reserved the right to monitor and log all network activity including e-mail and
Internet use, with or without notice. Users should have no expectation of privacy or
confidentiality when using these resources." Shortly after receiving his pager, Quon
was informed that messages sent on department-issued pagers were considered
e-mail messages and could be monitored. 

Quon’s supervisor later informed Quon that his pager use had exceeded its
monthly characters limit. However, Quon’s supervisor also told Quon that he
could pay for the overage instead of having his message usage audited. Quon
accordingly reimbursed the OPD whenever he exceeded that limit. 

Unaware of the supervisor’s statements, OPD decided to search Quon’s messages
to determine whether the City’s pager contract characters limit was too low. Unlike
the Ninth Circuit, the Supreme Court held that determining whether the pager
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contract was adequate for the OPD’s needs was a reasonable justification for the search of Quon’s messages. 

That search consisted of reviewing transcripts of two months’ worth of Quon’s text messages, excluding messages he
sent or received while off duty. The Supreme Court held that this limited search of only on-duty text messages for a
limited time was "reasonably related to the objectives of the search, and not excessively intrusive in light of the
circumstances giving rise to the search." The Supreme Court also held that the existence of less intrusive ways to
perform the search did not make it unreasonable. 

Note that the Supreme Court expressly assumed that Quon did have a reasonable expectation of privacy in the
contents of his text messages. Unfortunately, that Court declined to delineate what that expectation meant in this
context, other than that Quon’s privacy expectation did not trump the department’s reasonable search. The Supreme
Court acknowledged that employer-issued communication devices have created new and rapidly evolving
workplace norms and that the law’s treatment of them will probably also evolve, leaving the judicial door open for
later decisions in this privacy area. 

This decision addressed a public sector employee, whose privacy rights are governed by the U.S. Constitution’s
Fourth Amendment. California extends the right to privacy to all employees in the Golden State. 

This decision highlights the need for employers to prepare and disseminate written policies that clearly inform
employees that they have no expectation of privacy concerning work-issued communication devices, computer
systems (including e-mail), and telephones, which are subject to monitoring and searches by the employer. Also,
employers should not allow supervisors informally to make exceptions to established policies. Finally, even when
there is a reasonable basis to conduct a search of an employee’s working-time computer, e-mail, or phone usage,
the scope of that search should be carefully tailored to the reason for it.

Two-Member NLRB Could Not Decide Cases

In a 5-4 decision in New Process Steel, L.P. v. National Labor Relations Board, the U.S. Supreme Court held that the
traditionally five-member National Labor Relations Board (NLRB) must have at least three sitting members to
issue decisions. Due to political inaction, in December 2007, the NLRB had three sitting members. Before the
third member’s term expired at the end of that year, those three purported to delegate their authority to a two-
member group, which continued to decide more than 600 cases in 2008 and early 2009. 

Interpreting the Taft-Hartley Act that established the NLRB, the Supreme Court held that, while the NLRB is allowed
to delegate powers to as few as two members, it must consist of at least three sitting members for any delegated
two-member group to decide cases. 

Accordingly, all NLRB decisions made between January 1, 2008, when the Board fell to two members, and March 27,
2010, when President Obama appointed two additional members, are now invalid. During that 27-month period, the
two-member NLRB decided almost 600 cases. Most of those decisions became final and probably will not be
revisited. However, the recently reconstituted five-member NLRB is seeking remand to the full Board of 96 appellate
cases decided by the two-member Board. Those remanded cases might create a backlog for the NLRB, which could
delay hearings on new cases and new rulemaking. 
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Ask MSK - Q&A Section 

Q: Does the City of Ontario decision mean that employers are free to search employee use of employer
equipment and computer systems?

A: Care is still required. First, employers should establish and disseminate a written policy, as the City did, clearly
stating the lack of privacy in employee voice and other communications. Second, the Supreme Court’s decision
did not give employers carte blanche snooping authority - there should be a legitimate business reason to
monitor or search employee communications. Third, even if a valid reason to do so exists, the search itself must
be conducted in a reasonable manner no broader than the legitimate reason for it. As electronic communications
continue to evolve, we expect later decisions in this area, and the City’s prudence in this case probably will serve
as a model for the conduct of employer searches.

Q: What expectations of privacy should employees have in their use of employer equipment and computer
systems?

A: The Supreme Court recognized that public sector employees do have a privacy expectation, but without
letting us know the boundary between that expectation and the right to privacy. In California, all employees -
public sector and private sector - have a right to privacy, which is another reason why employers should have
clearly written employer policies notifying employees that their communications on employer-provided
equipment and computer systems are subject to monitoring and searches. In the absence of such a policy, the
California right to privacy is likely to prevail over the employer’s monitoring or searching.

Q: What kind of employer searches are now permissible?

A: Assuming that a well-drafted employer policy is in place, there still needs to be a legitimate business reason to
search employee communications on employer-provided equipment or computer systems, such as reasonably
suspected wrongdoing, noted excessive use (especially if it has resulted in additional cost to the employer), or a
complaint of harassment by the subject employee involving such communications. Even if a legitimate reason to
search exists, the scope of the search should be limited and not overbroad. For example, if Jane has complained
about receiving sexually suggestive e-mails from Dave for more than a month after telling Dave to stop doing so,
but she has not saved those e-mails, a reasonable search of Dave’s internally sent e-mails to Jane over a four-to
six-week period would seem reasonable. However, searching all of Dave’s internally sent or received e-mail, or
his externally sent or received e-mail, in this example probably would be overbroad.

Q: Can an employer search employee communications if the employer has not provided the equipment or
computer systems?

A: The employee right to privacy would be highest concerning messages sent or received using his or her own
computer, PDA, or other equipment, assuming no involvement of any employer-provided equipment or
computer systems. Outside of a lawsuit, in which discovery requests can be challenged and decided by a judge,
there normally is no right for an employer to conduct such a search. In some circumstances, such as if an
employee or former employee is reasonably believed to have copied without authorization employer business
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information onto the employee’s own computer, a third-party computer expert’s confidential examination of the
employee’s computer to inspect and retrieve such business information without informing the employer of any
personal information might be agreeable to all concerned. The employer, of course, usually will have to pay for
that third-party search.

Q: What about employer searches of an employee’s office, including the desk and file cabinets?

A: Again, a written policy clearly covering such searches is highly advisable, there should be a legitimate
business reason to conduct such a search, and the scope of the search should be limited to the reason for it. We
covered in an Alert last year the California Supreme Court decision that declared that employees do have a right
to privacy in their employer-provided offices. The employer in that decision escaped liability because it had a
legitimate business reason to conduct electronic surveillance of the subject employees’ shared office and ended
that search as soon as it became clear that it was fruitless. Accordingly, employers should exercise the same
caution in conducting premises searches as they should in conducting searches of employee communications.
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