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There are many ways employers may run afoul of the anti-discrimination
provisions in U.S. immigration law. As a very clear starting point, the general rule
for a long time has been and remains an employer may not make hiring, firing,
or recruitment / referral decisions based on a worker’s citizenship status.
However, there are notable exceptions and the one relevant here relates to
controlled goods.

For these purposes, the definition of controlled goods includes their
documentation – typically referred to as technical data – and means those
goods which are subject to either the International Traffic in Arms (ITAR) or
Export Administration Regulations (EAR) laws and regulations. ITAR is the export
license restrictions which regulate military and defense articles, whereas BIS
controls other higher tech exports which are subject to export license
restrictions. As part of their regulatory regimes, both agencies (and some others
of more limited scope) regulate when and how non-U.S. persons may gain
access to either the actual good, the technical data or both, and require some
form of notice to and pre-approval by the agency.
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