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Required Security Controls, PO&AMs, and Assessments

Does the contract exceed the simplified acquisition 

threshold?

Is the contract exclusively for COTS items? CMMC will not apply to this 

contract. § 170.3(c)

Yes

Will the contract require you to 

handle Federal Contract Information (FCI) 

on your information system?

§ 170.3

No

No

No

Yes

Will the contract require you to handle 

Controlled Unclassified Information (CUI) 

on your information system?

§ 170.3

Yes

Scoping Rules – § 170.19(b)

Your information system includes—

• All assets that process, store, or transmit FCI (FCI 

Assets)

Required Security Controls

You must fully implement the 15 security controls 

specified in FAR 52.204-21. § 170.14(c)(2)

No POA&Ms are permitted. § 170.21(a)(1)

Self-Assessment – § 170.15

You must conduct a self-assessment annually using 

the objectives detailed in NIST 800-171A (for 

applicable controls)

No

Affirmation – § 170.22

You must submit an affirmation signed by a 

senior official attesting that you have 

implemented and will maintain implementation of 

all applicable requirements.

You will be required to submit the affirmation at 

each of the following intervals:

• Upon completion of an assessment 

(conditional or final)

• Upon completion of a POA&M closeout 

assessment

• At least annually thereafter

Scoping Rules – § 170.19(c)

Your information system includes—

• All assets that process, store, or transmit CUI (CUI 

Assets)

• All assets that provide security functions or capabilities 

for the CUI Assets (Security Protection Assets)

Your information system also includes the following assets, 

but only a limited assessment may be required for these—

• All assets that can, but are not intended to, process, 

store, or transmit CUI because of security policy, 

procedures, and practices (Contractor Risk Managed 

Assets)

• All assets that can process, store, or transmit CUI but 

are unable to be fully secured (Specialized Assets)

Scoping Rules – § 170.19(d)

Your information system includes—

• All assets that process, store, or transmit CUI (CUI 

Assets)

• All assets that provide security functions or capabilities 

for the CUI Assets (Security Protection Assets)

• All assets that can, but are not intended to, process, 

store, or transmit CUI because of security policy, 

procedures, and practices (Contractor Risk Managed 

Assets)

• All assets that can process, store, or transmit CUI but 

are unable to be fully secured (Specialized Assets) 

(Intermediary devices permitted to provide security 

capability)

C3PAO Certification Assessment - § 170.17

You must obtain a Certification Assessment from a 

C3PAO* every three years

You must complete a closeout assessment for any 

POA&Ms within 180 days

*DoD will accept certain DIBCAC High Assessments.  

§ 170.20(a)

Required Security Controls & POA&Ms

You must fully implement the 110 security controls in 

NIST 800-171, Revision 2.  § 170.14(c)(3)

POA&Ms are permitted for up to 180 days for certain 

controls and depending on overall compliance score. 

§ 170.21(a)(2)

CMMC Level 2 Requirements – § 170.18(a)

You must fully implement the 110 security 

controls in NIST 800-171, Revision 2

No POA&Ms are permitted for these controls.    

§ 170.19(e) 

CMMC Level 3 Requirements

You must also fully implement 24 security 

controls from NIST 800-172.  § 170.14(c)(4)

POA&Ms are permitted for up to 180 days for 

certain controls and depending on overall 

compliance score. § 170.21(a)(3)

Self-Assessment –§ 170.16

You must conduct a Self-Assessment every three 

years using the objectives detailed in NIST 800-171A

You must complete a closeout assessment for any 

POA&Ms within 180 days

C3PAO Final Certification Assessment – § 170.18(a)(1)

You must obtain a Final Certification Assessment from a 

C3PAO every three years

DIBCAC Certification Assessment - § 170.18(a)

You must obtain a Certification Assessment from 

DIBCAC every three years

You must complete a closeout assessment for any 

POA&Ms within 180 days

Does the contract support one of DoD’s 

most critical programs or technologies, or 

otherwise justify use of CMMC Level 3?

 § 170.5

Yes

No

Yes

Exact Criteria To 

Be Determined

Flowdown – §170.23

If subcontractor will also handle FCI, 

require Level 1 Self-Assessment

Flowdown – § 170.23

If subcontractor will also handle CUI, 

require at least Level 2 Self-Assessment

If subcontractor will only handle FCI, 

require Level 1 Self-Assessment

Flowdown – § 170.23

If subcontractor will also handle CUI, 

require at least Level 2 Certification 

Assessment

If subcontractor will only handle FCI, 

require Level 1 Self-Assessment
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Federal Contract Information (FCI): “Information, not intended for public release, that is provided by or generated for the Government under 

a contract to develop or deliver a product or service to the Government, but not including information provided by the Government to the public 

(such as that on public Web sites) or simple transactional information, such as that necessary to process payments.”  FAR 4.1901

Controlled Unclassified Information (CUI): “Information the Government creates or possesses, or that an entity creates or possesses for or 

on behalf of the Government, that a law, regulation, or Government-wide policy requires or permits an agency to handle using safeguarding or 

dissemination controls.” 32 CFR 2002.4(h)
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