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Joshua K. Waldman
Associate
−
� 202.719.3223

� jwaldman@wiley.law

Practice Areas
−
Artificial Intelligence (AI)

Cyber and Privacy Investigations, Incidents
& Enforcement

Privacy and Cybersecurity Litigation and
Investigations

Privacy, Cyber & Data Governance

Telecom, Media & Technology

Credentials
−
Education
J.D., with high honors, The George
Washington University Law School, Order
of the Coif

A.B., Princeton University

Law Journals
Notes Editor, The George Washington Law
Review

Bar and Court Memberships
District of Columbia Bar

Maryland Bar

Massachusetts Bar

Josh is an Associate in the Firm’s Telecommunications, Media, and

Technology, and Privacy, Cyber & Data Governance practices. He

advises clients on a wide range of cybersecurity, national security,

telecommunications regulatory, insider threat, ransomware, and

privacy issues.

Before joining Wiley, he served for over a decade at a federal law

enforcement agency and worked at a leading professional services

firm. His experience includes developing and executing federal

interagency policy initiatives, including two Presidential Policy

Directives, and conducting compliance activities for national security

and criminal investigations.

Representative Matters
−�

● Advises clients in implementing cybersecurity risk management

activities: 

● Helps clients dealing with cybersecurity incidents manage

the full range of cyber incident response activities. 

● Assists clients in developing and implementing

cybersecurity plans and procedures. 

● Provides advice on federal cybersecurity regulations and

policies, including cybersecurity incident reporting, threat

indicator sharing, secure software development attestation,

vulnerability reporting, and supply chain risk management. 

● Negotiates and drafts cybersecurity and privacy contract

language for vendor, service, and other agreements.   

● Counsels telecommunications clients on law enforcement legal

process matters. 



wiley.law 2

● Drafted and filed CALEA SSI plans for telecommunications providers.   

● Advocates for clients in proceedings before the Federal Communications Commission, National Institute

of Standards and Technology, and other state and federal agencies. 

● Counsels clients on a variety of FCC programs and regulations, including CALEA, telecommunications

relay services (TRS), foreign sponsorship identification (FSID). 

Professional Experience
−�

● Federal Bureau of Investigation (FBI) (2010-2022) 

● Professional Staff: Critical Incident Response Group, Office of the Director/Deputy Director, Boston

and Washington, DC Field Offices   

● Principal Consultant, BAE Systems/Detica/DFI International (2005-2010) 

Affiliations
−�

● Federal Communications Bar Association (FCBA) 

● Co-Chair, FCBA Ad Hoc Committee on Cybersecurity (2024-2025)
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