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A technical agency within the Department of Commerce is poised to
have a substantial impact on American businesses, through efforts on
cybersecurity, data security, and privacy. The National Institute of
Standards and Technology has taken a leadership role on technology
issues by producing guidance documents that are broad in scope
and may influence regulatory agendas and expectations about
private sector operations and policies. The private sector should be
engaged and watchful, as NIST's work generally is not bound by
notice and comment procedures and is rarely subject to judicial
review, but could become de factoobligations or expectations for
private behavior.

NIST Produces Guidance and Standards by Consensus, Outside
Familiar Administrative Law Procedures

NIST, housed within the U.S. Department of Commerce, is a non-
regulatory agency. [1] Since its inception in 1901, [2] the agency has
been charged with, among other things, "stimulating cooperative
work among private industrial organizations in efforts to surmount
technological hurdles." [3] NIST's stated mission is to "[t]o promote
U.S. innovation and industrial competitiveness by advancing
measurement science, standards, and technology in ways that
enhance economic security and improve our quality of life." [4] NIST
has core responsibilities under the Federal Information Security
Management Act of 2002 (FISMA), 44 U.S.C. § 3541 et seq., Public
Law 107-347, "for developing information security standards and
guidelines, including minimum requirements for federal information

systems." [5]
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NIST performs several functions, including developing standards and guidelines for federal information
systems; [6] supporting Commerce in facilitating trade; [7] and cooperating in international- and private-
efforts to establish standard practices and voluntary, consensus-based standards. [8] Much of NIST's work is
spread among six internal research laboratories, including the Information Technology Laboratory (ITL). [?]

In carrying out its functions, NIST publishes a variety of guidance, including handbooks, NIST interagency or
internal reports (NISTIRs), special publications, technical notes, and bulletins, among others. [10] "While
developed for federal agency use, these resources are voluntarily adopted by other organizations because
they are effective and accepted throughout the world." [11] NIST's work has been influential in government
procurement policy by, for example, setting security standards for federal contractors and others that store
controlled unclassified information (CUI) on their systems.

NIST is a non-regulatory agency and its procedures are often unlike the notice-and-comment procedures of
regulatory agencies dictated by the Administrative Procedures Act (APA). In some instances, NIST will follow
procedures "modeled after" the APA[12], but for other work, such as special publications, NIST tends toward
the creation of voluntary, consensus-based standards [13] via workshops and meetings rather than formal
rulemakings. NIST explains that "standards and guidelines are developed in an open and transparent manner
that enlists broad industry and academia expertise from around the world." [14] NIST's development of the
Framework for Improving Critical Infrastructure Cybersecurity, discussed below, illustrates the collaborative,
workshop-based approach NIST often uses. NIST's substantive work is not often subject to judicial review [15],
though its efforts often are used by other agencies as a standard or benchmark.

The legal impact of NIST guidance and expertise outside the federal government is not well developed [16],
but NIST's work has been used in a variety of ways by courts and litigants. NIST studies and standards have
been cited by litigants and analyzed by courts in cases concerning products liability [17], patent infringement
[18] and false advertising. [19]

Litigants also cite NIST guidance in their advocacy. For example, NIST's activities were raised in a key case
challenging the Federal Trade Commission's authority to regulate data security. In FTC v. Wyndham Worldwide
Corporation, a federal court upheld the FTC's authority to bring an enforcement action against a hotel
company for failing to use reasonable and appropriate data security practices. [20] There, Wyndham and
amici had argued that the FTC could not develop or enforce general data security standards, and cited NIST's
then-pending Framework efforts as an example of appropriate standard-setting. [21]

NIST Is a Leader on Data Security, Privacy and Cybersecurity

NIST supports federal network security standards, guidelines, and best practices. [22] Its work feeds into
national and international consensus standards, and informs state and local governments, along with private
industry. [23]

Of late, NIST has been taking on an increasingly high profile on issues related to privacy and security,
principally through its ITL, which "has the broad mission to promote U.S. innovation and industrial
competitiveness by advancing measurement science, standards, and technology through research and
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development in information technology, mathematics, and statistics." [24] The ITL contains the Computer
Security Division (CSD), which is responsible for developing standards, guidelines, tests, and metrics for the
protection of non-national security federal information and communications infrastructure. CSD includes the
Computer Security Resource Center, which facilitates "sharing of information security tools and practices,
provides a resource for information security standards and guidelines, and identifies key security web
resources to support users in industry, government, and academia."

As shown in a recent Annual Report, the CSD is addressing a variety of issues, as diverse as smart-grid
cybersecurity, health information technology security, supply chain risk management, cloud computing, and
identity verification. NIST is proud of its role in developing "scalable and sustainable information security
standards and practices in areas such as cyber-physical and industrial control systems, privacy engineering,
security automation, and mobile technologies." [25] These areas are all emerging as major challenges for
government and the private sector.

NIST has taken a lead role in federal cybersecurity efforts, and is impacting regulatory activities
throughout the federal government.

In February 2013, President Obama issued an Executive Order (EO) on Improving Critical Infrastructure (CI)
Cybersecurity. [26] The EO tasked NIST with developing a voluntary cybersecurity framework through an open,
consultative process. To implement its responsibilities under the EO, NIST held several open planning sessions
for the voluntary cybersecurity framework during 2013-2014. NIST released a proposed framework, on which it
accepted comments from interested parties, and finalized the framework in February 2014. [27]

The framework provides broad cybersecurity guidance using a risk-based approach that can be adapted to
the needs of different Cl sectors. It consists of three parts: the core, profile and implementation tiers. The core
is a set of activities and outcomes NIST found applicable to all Cl sectors. It is organized into five functions-
identify, protect, detect, respond, and recover-that are recognized components of a cybersecurity
management lifecycle, along with associated programmatic and technical outcomes. The profiledescribes an
entity's current and target cybersecurity postures, based on business needs. And the implementation tiers
characterize an entity's current and intended practices. The framework is not intended to be mandatory or
static, and NIST explicitly states that it can updated.

Industry has been generally supportive of NIST's efforts on the cybersecurity framework, in particular the
agency's open and collaborative approach, and its commitment to keep the resulting Framework voluntary
and non-regulatory. [28]

NIST's cybersecurity activities are influencing initiatives at other government agencies:

e The Food and Drug Administration incorporated the framework into recent guidance related to
cybersecurity on medical devices. [29]

e The National Highway Traffic Safety Administration is using the framework to analyze cybersecurity risk
management in the automotive sector. [30]
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e The Securities and Exchange Commission's Office of Compliance Inspections and Examinations has
undertaken a cybersecurity initiative that includes conducting examinations of registered broker-dealers
and registered investment advisors focused, among other things, on identification and assessment of
cybersecurity risks and protection of networks and information. [31] The inquiry largely tracks the
framework. [32]

e The Federal Trade Commission, which has asserted broad authority over private sector data security
issues, will consider the framework in its data security activities and investigations. [33]

e The Federal Communications Commission's Communications Security, Reliability, and Interoperability
Council is looking at mechanisms to provide macro-level assurance that communications providers are
reducing cybersecurity risks through the application of the framework, or an equivalent construct. [34]

o The Department of Defense and the General Services Administration used the framework in its
development of cybersecurity guidelines for government acquisition. [35]

Future government cybersecurity initiatives are expected to rely on or refer to the framework, and may look to
NIST for guidance and standards in related areas.

As a result of its perceived success in handling its responsibilities under the EO, policy makers have codified
NIST's inclusive public-private, technology-neutral approach to the framework. The Cybersecurity Enhancement
Act of 2014, signed into law in December 2014, amends the National Institute of Standards and Technology
Act to reflect NIST's leadership and ensure that the framework continues to be a voluntary, consensus-based,
industry-led set of standards and procedures to cost-effectively reduce cyber risks to critical infrastructure. [36]

That legislation envisions a leading role for NIST. It requires the NIST director to identify a prioritized, flexible,
repeatable, performance-based, and cost-effective approach, including information security measures and
controls, that may be voluntarily adopted by owners and operators of Cl to help identify, assess, and manage
cyber risks. The approach must mitigate impacts on business confidentiality, protect individual privacy and
civil liberties, incorporate voluntary consensus standards and industry best practices, align with international
standards, and prevent duplication of regulatory processes.

NIST is to coordinate with the private sector, Cl owners and operators, sector coordinating councils,
Information Sharing and Analysis Centers, and other relevant industry organizations. NIST also must consult
with the heads of agencies with national security responsibilities, sector-specific agencies, state and local
governments, governments of other nations, and international organizations. [37] The law prohibits NIST from
prescribing a specific solution or requiring that products or services be designed or manufactured in a
particular manner[38], but its guidance and effort promises to be influential.

NIST is addressing many privacy and security issues affecting the private sector.

NIST's work on security and privacy can be expected to continue and expand, both as it relates to the
President's EO on cybersecurity, and more broadly.
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NIST is examining a variety of additional issues as it implements the EO on cybersecurity. NIST has identified
for additional study numerous topics, including authentication, automated sharing of indicators, assessment of
the degree of conformity to risk-management requirements, cybersecurity workforce needs, data analytics,
supply-chain risk management, technical standards relating to privacy, alignment of the framework with
federal agency cybersecurity requirements, and international aspects and implications. [39] And, NIST has
been exploring other aspects of cybersecurity, which could impact the private sector. For example, in a recent
effort, NIST has been examining information-sharing architectures. [40] Each of these areas is complex, and
the reach of NIST's activities could be broad.

NIST's work is not limited to the cybersecurity framework and closely related activities. NIST has been
addressing privacy and security broadly, and for multiple audiences. For example, it offers guidance on small
business information security in partnership with the Small Business Administration and the FBI. [41] The
guidance's goal is to present the fundamentals of small business information security in non-technical
language, and it refers to the cybersecurity framework throughout.

NIST is also addressing mobile security and applications. In January 2015 it released SP 800-163, Vetting the
Security of Mobile Applications, which recognizes that the "use of apps can potentially lead to serious security
risks" and is "intended for organizations that plan to implement an app vetting process or leverage existing
app vetting results from other organizations. It is also intended for developers that are interested in
understanding the types of software vulnerabilities that may arise in their apps during the app's software
development life cycle." [42] In the past, NIST has addressed mobile device security, including in a Draft
Publication, SP 800-164, Guidelines on Hardware-Rooted Security in Mobile Devices (Draft). [43]

In addition, NIST is looking at broad and evolving privacy issues. For example, NIST's ITL is in the midst of an
effort aimed at advancing privacy engineering as a basis for the development of technical standards,
guidelines, and best practices for the protection of individuals' privacy and civil liberties. NIST seeks to
develop objectives and a risk model for privacy engineering, with an eye toward developing controls and
metrics as part of a privacy engineering standard. NIST's inquiry may result in guidance that would be
applicable across government, and informative to the private sector. Some in the private sector have urged
NIST to proceed with caution, given the lack of existing, general privacy policy norms that would inform its
selection of objectives. NIST has stated that its effort aims to identify best practices, but industry has voiced
concern about NIST's broader approach, which some fear may pull the agency into substantive policy
questions about privacy.

Because NIST Activities May Drive Compliance Concerns and Operational Norms, the Private Sector
Should Be Engaged

The private sector should be mindful of NIST's increasing leadership in security and privacy. While lawmakers
and agencies grapple with difficult technical and policy questions, NIST is providing a source of generally
applicable guidance on a variety of issues. And, even where it is explicitly intended to be non-binding and
voluntary, NIST's work may turn out to be a platform for future regulatory obligations or standards of care. At a
minimum, NIST's work is informative of government procurement efforts, [44] and can be expected to turn up
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in government contracting in various ways.

NIST's cybersecurity and privacy work may not be a suitable basis for regulatory expectations. Scholars have
identified hard questions about when and how third party standards are appropriate foundations for
regulatory action. [45] Best practices that are process-based, voluntary, or conditional can be poor candidates
for incorporation into regulation. And, many approaches have been designed by NIST for use by the federal
government, making their application to the private sector questionable. [46] Finally, despite effort by NIST to
be open and inclusive, not all activities are broadly subject to regular administrative process.

Notwithstanding these concerns, in the absence of something more suitable, agencies and courts may rely on
NIST's work. Agencies across the government are looking to the cybersecurity framework to inform regulatory
oversight, and they can be expected to incorporate NIST's expertise and guidance into various activities. And,
separate from regulatory action, NIST's activities on security and privacy may shape-or become-standards of
care for the private sector, through private litigation or otherwise. As noted, the defendants in Wyndham cited
to the NIST framework, implying that it might represent the sort of regulatory expectation that the FTC was
lacking when it brought its enforcement action against Wyndham. [47]

Industry has been urging NIST to include clear statements about the scope and applicability of its work. But,
without federal rules or applicable technical and operational standards, NIST's work is poised to take on
increasing importance to the private sector.
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