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On June 21, 2023, the U.S. Department of Homeland Security (DHS)

issued a final rule that revises the Homeland Security Acquisition

Regulation (HSAR) to implement security and privacy measures for

contractors to safeguard controlled unclassified information (CUI) and

to revise contractor incident reporting requirements. The final rule

follows a proposed rule DHS issued in 2017. The final rule is intended

to ensure that federal CUI is adequately protected in situations when:

CUI is accessed by contractor or subcontractor employees; CUI is

collected or maintained on behalf of the agency; or federal

information systems, including contractor information systems

operated on behalf of the agency, are used to collect, process, store,

or transmit CUI. To achieve this protection, the rule describes three

HSAR clauses that contracting officers will immediately begin

incorporating into new DHS solicitations and contracts.

With this rule, DHS is layering on additional obligations and

expanding the application of current requirements that are different

and in addition to the existing obligations facing contractors for other

agencies. Companies that contract with DHS and possess CUI should

heed these new obligations and adjust incident response plans

accordingly.

BACKGROUND

DHS issued the final rule to address what it describes as “the urgent

need to protect CUI and respond appropriately when DHS

contractors experience incidents with DHS information.” CUI is

defined as “any information the Government creates or possesses, or

an entity creates or possesses for or on behalf of the Government

(other than classified information) that a law, regulation, or
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Governmentwide policy requires or permits an agency to handle using safeguarding or dissemination

controls.” This is the same definition that appears in the National Archives and Records Administration’s

(NARA) regulations at 32 C.F.R. § 2002.4(h) and similar to the definition of CUI in the U.S. Department of

Defense (DOD) FAR Supplement (DFARS) clause at 252.204-7012.

DHS notes that pervasive, high-profile breaches of federal information demonstrate the need to ensure that

information security protections are clearly, effectively, and consistently addressed in DHS contracts. DHS has

determined that the measures included in the final rule will enable DHS to identify, remediate, mitigate, and

resolve incidents that actually or imminently jeopardize the integrity, confidentiality, or availability of

information or an information system, or constitute a violation or of violation of law or security policies.

SUMMARY OF THE RULE

Among other requirements, the rule updates incident reporting and response requirements, measures for

handling CUI, and notification requirements for incidents involving Personally Identifiable Information (PII) and

Sensitive Personally Identifiable Information (SPII).

Incident Reporting and Response Requirements. HSAR 3052.204-72, Safeguarding of Controlled Unclassified

Information, requires contractors to report any cybersecurity incident that could affect CUI within eight hours 

of discovery. If the incident involved PII, the rule requires contractors to report the incident within one hour of

discovery. Subcontractors are also required to notify the prime contractor that they have reported a known or

suspected incident to DHS. Lower-tier subcontractors are likewise required to notify the next higher-tier

subcontractor until the prime contractor is reached.

The clause also identifies several requirements that contractors must follow after discovery of an incident. For

example, the clause requires that contractors provide full access and cooperation for activities required by the

government to ensure an effective incident response, including providing all requested images, log files, and

event information. Contractors must also immediately preserve and protect images of all known affected

information systems and monitoring/packet capture data.

Measures for Handling CUI. HSAR 3052.204-71, Contractor Employee Access, requires that contractors

provide employees authorized to handle CUI with initial and refresher training concerning the protection and

disclosure of CUI at prescribed intervals (initial training within 60 days of contract award, with refresher

training every 2 years thereafter). The Alternate I version of the clause, which will be used when the contractor

has access to government information resources, imposes additional requirements, such as additional security

briefing, training for specific CUI categories, and completion of a nondisclosure agreement. The additional

briefing and training will be arranged by the Contracting Officer’s Representative (COR). The Alternate I

clause also prohibits non-U.S. citizens from assisting in the development, operation, management, or

maintenance of DHS IT systems under the contract unless a waiver has been granted. The Alternate I clause

also requires that contractors identify the names and citizenship of any non-U.S. citizens included in their

proposals.
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The revised Safeguarding clause (-72) also specifies CUI handling requirements and security processes and

procedures applicable to federal information systems. Notably, the clause requires that contractors and

subcontractors provide adequate security to protect CUI from unauthorized access and disclosure, meaning

that the contractor must provide security protections commensurate with the risk resulting from the

unauthorized access or use of information, including information hosted on behalf of an agency. At the

conclusion of a contract, the clause also requires contractors to return or destroy all CUI, and to certify the

sanitization of all government files and information.

The Safeguarding clause Alternate I—which applies when the contractor will use government information

systems or contractor systems operated on behalf of the government to collect, process, store, or transmit CUI

—includes additional requirements, which include obtaining an Authority to Operate (ATO) before using a

federal information system; obtaining an independent assessment from a third party to validate the security

and privacy controls in place for the information system(s); and complying with continuous monitoring

requirements.

Notification Requirements for Incidents Involving PII and SPII. The final rule also adds HSAR 3052.204–73,

Notification and Credit Monitoring Requirements for Personally Identifiable Information Incidents. This clause

requires contractors to create procedures for and maintain the capability to notify and provide credit

monitoring services to any individual whose PII or SPII was under the control of the contractor or resided in the

information system at the time of an incident. PII means information that can be used to distinguish or trace

an individual’s identity, either alone or when combined with other information that is linked or linkable to a

specific individual. SPII is a subset of PII that, if lost or disclosed without authorization, could result in

substantial harm, embarrassment, inconvenience, or unfairness to an individual.

To determine whether information is PII, DHS will perform an assessment of the specific risk that an individual

can be identified using the information with other information that is linked to the individual. The rule cautions

that information can become PII when additional information “becomes available, in any medium or from any

source, that would make it possible to identify an individual.” The rule provides several examples of

information that is PII (e.g., social security numbers), and SPII (e.g., an individual’s name along with a date of

birth, citizenship status, or ethnic or religious affiliation).

KEY TAKEAWAYS

Contractors should generally take note of DHS’s updated requirements and consider how they will interact

with existing and upcoming requirements for safeguarding CUI and reporting security incidents.

Another Set of Compliance Standards for Safeguarding CUI. Many contractors currently must comply with

existing standards for handling CUI and safeguarding information systems, such as FAR 52.204-21, Basic

Safeguarding of Covered Contractor Information Systems, and DFARS 252.204-7012, Safeguarding Covered

Defense Information and Cyber Incident Reporting. Practically, the DHS rule requires certain measures be

taken that exceed existing requirements in other regulations. For example, the DHS rule requires that

contractors report incidents within eight hours of discovery (one hour for incidents involving PII), while the DOD
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safeguarding clause requires that contractors report incidents within 72 hours of discovery.

Interaction with NIST Special Publication (SP) 800-53. DHS drafted the rule to impose requirements on

federal information systems, to include contractor information systems being operated on the government’s

behalf. DHS recognized that its requirements are separate from, and in addition to, other requirements for

federal information systems, such as the minimum set of requirements selected from NIST SP 800-53, Rev. 5, to

protect federal information and information systems in accordance with the Office of Management and

Budget (OMB) Circular A-130 and provisions of the Federal Information Security Modernization Act (FISMA) (44

U.S.C. § 3551, et seq.).

Interaction with NIST SP 800-171. In contrast, DHS stated that the rule is intentionally silent regarding

requirements for protecting the confidentiality of CUI for nonfederal information systems published in NIST SP

800-171, Protecting CUI in Nonfederal Systems and Organizations. DHS specified that the rule is intended to

apply to federal information systems—to include contractor information systems operated on behalf of the

agency—and determined that the requirements in NIST SP 800-171 are inapposite. DHS’s conclusion is not fully

explained, and there remains some uncertainty about how DHS will interpret when a contractor’s work under

a contract results in the contractor’s information system being “operated on behalf of the agency.”

Wiley’s Government Contracts and Telecom, Media & Technology (TMT) practice groups will continue to

monitor these and similar regulations issued by federal agencies to establish cybersecurity and incident

response obligations for contractors.
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